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We will be using the auth service from Amplify, which is powered by Cognito



AWS Cognito
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- Cognito provides sign-up and authentication functions to your mobile and 
web apps

- Also enables authentication through external identity providers, and provides 
temporary credentials to access your app’s backend resources in AWS
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In today’s lab, we will show you how to

1. Install Amplify CLI

2. Init authentication service

3. Add packages to your project

4. Add authentication to your project

5. Add sign in with Google

6. Get user data 

7. Create greeting components and customize the components



Install Amplify

9

1. npm install -g @aws-amplify/cli
- troubleshooting: Error: EACCES: permission denied see 

[npm Docs]

2. amplify configure 
- An AWS browser page will popup and ask you to create an IAM user
- Give the user the “AdministratorAccess” permission

https://docs.npmjs.com/resolving-eacces-permissions-errors-when-installing-packages-globally


Install Amplify
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3. amplify init



Install Amplify
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More amplify commands

Note: for Windows users running amplify cli, there will be many 
option-choosing operation. If you are experiencing difficulty operating it, 

don’t use git bash, use the build-in cmd or power shell.



Add authentication service
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1. amplify add auth 

2. amplify push 
- Push local changes to the cloud
- This will generate an export file, which will be used later
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Add packages to your project
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1. Install package for development npm install --save 
aws-amplify @aws-amplify/ui-react 

2. Import packages and call Amplify in index.jsx



Add authentication in your project
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1. In main.jsx, wrap your main component with HOC function 
2. amplify push  
3. npm run start
4. Then you could see a login screen in your website



Add authentication in your project
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Add sign in with Google
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Create Google client id for Google sign in

1. Google Cloud Console > APIs & Services > Create project

2. APIs & Services > Credentials > Create credentials > OAuth client ID
- Configure consent screen
- Configure your url (in this lab, http://localhost:8080)
- Save your client ID and client secret 



Add sign in with Google
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amplify update auth, then amplify push
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In index.jsx, pass your Google client ID to <main>



Add login with Google
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Get user data in your component
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You can use Auth to get user data 
Auth.currentAuthenticatedUser().then(user => 
{console.log(user)})



Create customized component
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You can use built-in component, for example the sign out button import 
{AmplifySignOut} from “@aws-amplify/ui-react”
then use <AmplifySignOut/> directly.

Or customize it, e.g., <Button onClick = {() => 
Auth.signOut().then(() => window.location.reload())}>sign 
out</Button>

Customized / built-in

There are more built-in components, e.g., {AmplifyGreeting}, which are very handy 



More tutorials
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Amplify Document

- Authentication: getting started 
https://docs.amplify.aws/lib/auth/getting-started/q/platform/js/

- Tutorial: add authentication 
https://docs.amplify.aws/start/getting-started/auth/q/integration/react/

- Authenticator 
https://ui.docs.amplify.aws/react/connected-components/authenticator

- AuthClass methods 
https://aws-amplify.github.io/amplify-js/api/classes/authclass.html

Some tutorials that might help (api version may be different)

- https://richardzcode.github.io/Journal-AWS-Amplify-Tutorial/step-02/
- https://blog.kylegalbraith.com/2020/03/31/customizing-the-aws-amplify-auth

entication-ui-with-your-own-react-components/

https://docs.amplify.aws/lib/auth/getting-started/q/platform/js/
https://docs.amplify.aws/start/getting-started/auth/q/integration/react/
https://ui.docs.amplify.aws/react/connected-components/authenticator
https://aws-amplify.github.io/amplify-js/api/classes/authclass.html
https://richardzcode.github.io/Journal-AWS-Amplify-Tutorial/step-02/
https://blog.kylegalbraith.com/2020/03/31/customizing-the-aws-amplify-authentication-ui-with-your-own-react-components/
https://blog.kylegalbraith.com/2020/03/31/customizing-the-aws-amplify-authentication-ui-with-your-own-react-components/

