Lab

* Setting up project and app
* Setting up Firebase Auth

* Setting up Google Sign In
 Setting up Image Picker

* Enable APl in Google Cloud
* Running the Chat App



Setup project and app

 Create firebase project

 Connect your app to firebase project
 Upgrade to Blaze plan

* Create firestore

* Create missing folder



Create firebase project
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Connect your app to firebase project

Q =E1rE @ =:500344T FlutterFire CLI

MEEEE, BEENATUE=EEA FlutterFire CLI. EHERIBETAT PSS

EEEREoa, FEYsEak FIERIE: S dart pub global activate flutterfire_cli

- %25k Firebase CLI [ W& (#ifT firebase login) B 7 Flutter StOIBESEG THRSS -

« T2t Flutter SDK[A

. B Flutter 525 (@7 flutter create) 8 flutterfire configure --project=chat-app-28778
Clone the project first

PS C:\Users\jerry\ss spring 2025\lab-flutter-basic-dart-group-chat-app> firebase login

Already logged in as jerryfengl103figmail.com

PS C:\Users\jerry\ss_spring 2625\lab-flutter-basic-dart-group-chat-app> dart pub global activate flutterfire cli

Package flutterfire cli is currently active at version 1.2.0.

Downloading packages.. ok

The package flutterflre  cli is already activated at newest available version.

To recompile executables, first run “dart pub global deactivate flutterfire cli’.

Installed executable flutterfire.

Activated flutterfire cli 1.2.0.

PS C:\Users\jerry\ss spring 2025\lab-flutter- basic-dart-group-chat-app) flutterfire configure --project=chat-app-26778
Found 4 Firebase projects. Selecting project v

2 Which platforms should your configuration support (use arrow keys & space to select)?

/ android

/ ios
macos

windows




PS C:\Users\jerry\ss_ spr‘lng 2025\1ab-flutter-basic-dart- gr‘oup chat-app> flutterfire configure --
Found 4 Firebase projects. Selecting project
Which platforms should your configuration support (use arrow keys & space to select)? - 3 2
Which Android appllcatlon id (or‘ package name) do you want to use for this conflguratlon, e.g. 'com.example.app’? -
Firebase android app ¢ ample.app is not registered on F1rebase pro;ect t-app-20778.
Registered a new Flr'ebase android app on Firebase project chat-app-20778. 6
Which ios bundle id do you want to use for this conflguratlon, e.g. 'com. example app 2.
Firebase ios app ¢ <ample.app is not registered on F1rebase pro;ect chat-app-20778.
Registered a new Fil‘ebase ios app on Firebase project chat-app-26778
Firebase web app flutter app (web) is not registered on F1r‘ebase pr‘OJect

Registered a new Firebase web app on Firebase project « p-20778. Used Com.example.flutter app
Firebase configuration file generated successfully with the follow &S paCkage name

Platform Firebase App Id

web 1:245817093486 :web:06d16c45e7504535Ffe57f
android 1:245817093486:android:3dc530d7ff1e2a6effes57f
ios 1:245817093486:i0s : fc530408fa38f5acftfes7f

» functions

~ lib
» models
» repositories
» services
> view_ :
L S —

Check if there is firebase option.dart

firebase_options.dart
main.dart
firebase.json
flutter_native_splash.yaml
pubspec.yami
README.md




Upgrade to Blaze plan

e Firebase
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Create firestore

Cloud Firestore
o] BEHERSE . Z#Ih

1

Besa A RERE, WE
EEEFEES RECEEE
[ES 2R Gemini
BEVERE
RESBOUE — (2) R2tHR8

Firestore &2 MongoDB ¥

VSRR
5? 7£ Google Cloud

@ zcmaus — @ =2tmmm
17 Firestore Enterprise &%= e T
(GEEU)

nam5 (United States)

allow read, write: if

request.time < timestamp.date(2025, 6, 28)

© =EEss

Fi&E, #EEE

e
=

R RS E R




Create missing folder

android
assets
firestore
functions

ios

tter-basic-dart-group-chat-app> flutter create

L N Y Y. " ARV

lib

» models

» repositories
? services

» view_models
lutter-basic-dart-group-chat-app>» flutter create

d) firebase_options.dart

(created) main.dart
(created) =
nemeas 4B

LT Y

webp

splash.yaml

o You should see the missing folder
now




Lab

* Setting up project and app
* Setting up Firebase Auth

* Setting up Google Sign In
 Setting up Image Picker

* Enable APl in Google Cloud
* Running the Chat App



Setting up Firebase Auth

 Enable Email sign-in
 Enable Google auth

. Get you SHA-1 release fingerprint
. Apply SHA-1 release fingerprint to your android app
. Replace and Download service file to enable google sign-in



Enable email sign-in

App Check

App Hosting
Authentication
Data Connect
Extensions
Firestore Database
Functions

Hosting

Machine Learning

Realtime Database

Authentication

AeEFlRER
AEREENGERE

Bt [EY PR3 Gemini

FEE—TFFENH, BIn[BEtAE Firebase B&R5
3

RS HtbES

b ESFHEG/=E (5 Google Facebook

EEES @ Game Center O Apple
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Storage B Microsoft W Twitter

el
-




12



Enable google sign-in

HRIERRAE

HiERS

(5 Google

@'.3 Game Center
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Qs

701 Google BATHEE, $riiEIZMSEREMETN

| > [FOERE] SE).

jerryfeng1103@gmail.com

jerryfeng1103@gmail.com

ANEE=NAFE ID FHEE=TohaE (2H) @

Web SDK 35

You need ' for
Android app to enable google sign-in

J\Z\{«é}z{ tSEEREN
//*-"w**"EEﬁ;:‘ ==

Hi5).



https://developers.google.com/android/guides/client-auth?hl=zh-tw
https://developers.google.com/android/guides/client-auth?hl=zh-tw
https://developers.google.com/android/guides/client-auth?hl=zh-tw
https://developers.google.com/android/guides/client-auth?hl=zh-tw
https://developers.google.com/android/guides/client-auth?hl=zh-tw

Get your SHA-1 release fingerprint
(Wmdows)

Download Java x64 installer: (if you don’t have java)
https://www.oracle.com/tw/java/technologies/downloads/#jdk17-windows

e Add C:\Program Files\Java\jdk-{version}\bin to System Path
In cmd: java -version for checking Java successfully installed. (if you don’t have java)

* Incmd:
keytool -list -v -alias androiddebugkey -keystore "C:\Users\{your user
name}\.android\debug.keystore"
Default Password: android

* Itshould print your fingerprint like this: (This is just an example)
Certificate fingerprint: SHA1:
DA:39:A3:EE:5E:6B:4B:0D:32:55:BF:EF:95:60:18:90:AF:D8:07:09

* See next page for example

115
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https://www.oracle.com/tw/java/technologies/downloads/#jdk17-windows
https://www.oracle.com/tw/java/technologies/downloads/#jdk17-windows
https://www.oracle.com/tw/java/technologies/downloads/#jdk17-windows

Get your SHA-1 release fingerprint
(Mac)

Download Java 17 x64 DMG Installer: (if you don’t have java)
https://www.oracle.com/tw/java/technologies/downloads/#jdk17-mac

In terminal:

mkdir ~/.android

keytool -genkey -v -keystore ~/.android/debug.keystore -storepass android -alias
androiddebugkey -keypass android -keyalg RSA -keysize 2048 -validity 10000
Enter your name and skip other quetions

keytool -list -v -alias androiddebugkey -keystore ~/.android/debug.keystore
Default Password: android

It should print your fingerprint like this: (This is just an example)
Certificate fingerprint: SHA1:
DA:39:A3:EE:5E:6B:4B:0D:32:55:BF:EF:95:60:18:90:AF:D8:07:09

See next page for example


http://www.oracle.com/tw/java/technologies/downloads/#jdk17-mac
http://www.oracle.com/tw/java/technologies/downloads/#jdk17-mac
http://www.oracle.com/tw/java/technologies/downloads/#jdk17-mac

Example (window)

PS C:\Users\jerry\ss_spring 2025\lab-flutter-basic-dart-group-chat-app: keytool -list -v -alias androiddebugkey -keystore C:\Users\jerry\.android\debug.keystore
BASRHERER:

Rll#%%8: androiddebugkey

B RHA: 2024F7816H

IHEMA: PrivateKeyEntry

BERERE: 1

BRE [1]:

WAE: c=US, 0=Android, CN=Android Debug

47 A: c=US, O=Android, CN=Android Debug

FF%: 1

EMHIE : Tue Jul 16 17:25:22 CST 2024 F: Thu Jul @9 17:25:22 CST 2054

BEEHEAL
SHA1: 13:7B:03:3E:95:B7:03:ED:2B:1C:3F:7D:11:54:E7:45:11:24:E1:70
SHA256: 26:63:6B:AE:FC:E4:09:E1:64:83:FF:E3:51:8B:F4:B0:15:DC:F7:9B:60:39:F6:DC:D6:AA:59:79:4D:E5:50:70

BEME LT sHAwithroA ({E34R)

THAMSHERETL: 2048 (7T RSA 2R

WA 1

Warning:
/858 uses the SHAIwithRSA signature algorithm which is considered a security risk. This algorithm will be disabled in a future update.
PS C:\Users\jerry\ss_spring 2025\lab-flutter-basic-dart-group-chat-app> D
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Apply SHA-1 release fingerprint to you
android app

chat-app

B s
SRS ER
FIESEE
= sIMIEH

@ Allogic (=)

2

ndroid FEFEIET, A
Android FEFFTET SDK =S

flutter_app (android)

=
= s
com.example.app

Apple [EFIRET

flutter_app (ios)

com.example.app

iS5

i
fEREL ID @

1:245817093486:android:3dc530d7ff1e2a6effe57f

FEFRE VSR

flutter_app (android) /

=EHEE

com.example.app

SHA BEBEN @




=  flutter_app (android)
o com.example.app

Apple fEFBRIET

flutter_app (ios)

com.exampie.app

105+

flutter_app (web)

Paste the SHA-1 release fingerprint in
your terminal and save it

13:7B:83:3E:95:B7:03:ED:2B:1C:3F:7D:11:54:E7:45:11:24:E1:7\{




Replace service file to enable google
sign-in
 Download and Replace “google-services.json” files

in “android/app” folder
e Just Download “GoogleService-info.plist”

Android fEFAER SDK ZEHES

flutter_app (android)
com.example.app

= =B A ERAETEMaE Firebase SDK [§? FHE/AEE SDK ZEAURERH, 28 MHS

BEREISEH ID IR =ERE.

Apple EFES

=& SDK BER &, google-services.json

=13)2]
flutter_app (ios) 6

WS+

com examnis ann

Android FEFRIETE SDK REHIERS
= | flutter_app (android)

: EE A AR ES-a5 Firebase SDK [E? FHE/ne3
com.example.app

Sy

EEAEISEN 1D S EE.
Apple FEFERETL ) ‘ .
@ Z=E SDK &¢Ezem8 &, GoogleService-Info.plist
flutter_app (ios) 7

com.example.app

WS+




v android
VvV app
> src

build.gradle.kts

{} google-services.json

> gradle
.gitignore

build.gradle.kts

9. Finally run “flutterfire config” again
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Lab

* Setting up project and app
* Setting up Firebase Auth

* Setting up Google Sign In
 Setting up Image Picker

* Enable APl in Google Cloud
* Running the Chat App
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Setting up Google Sign In

e Setting Google sign-in for ios
* Setting Google sign-in for web



Google sign-in for ios

* Please refer to the official guide in the iOS
Integration section for instructions on setting up iOS
* Some note in the next page



https://pub.dev/packages/google_sign_in_ios#ios-integration
https://pub.dev/packages/google_sign_in_ios#ios-integration

Google sigh-in for ios

Note:
* Youonly need to do step 3,4,6



Google sigin-in for Web

* Please refer to the official guide in the Web
Integration section for instructions on setting up iOS
* Some note in the next age



https://pub.dev/packages/google_sign_in_web
https://pub.dev/packages/google_sign_in_web

Google sign-in for Web

Note:

* You can skip the first step—it just walks you through a long
process to create a Google Sign-In OAuth client ID.

* Your Goole sign-in oauth client ID is at Google Cloud Console
> APls & Services > Credentials page (make sure you are at
the right project in google console)

E
i

Oe 278 B2uAE 4 PR

O e i0S key (auto created by Firebase) 2025558218 251@ API -
O e Android key (auto created by Firebase) 2025%58218 25 1@ API -
0O e Browser key (auto created by Firebase) 2025%5H8218 25 & APl -

OAuth 2.0 R ID

O %@ BuRm mE HRIRES

O Android client 2025%5H21H Android 245817093486-1t4h... Ig
O i0S client for com.example.app (auto created by Google Service) 202555H21H i0S 245817093486-a7ka... IO
[0  web client (auto created by Google Service) 202558218 HRERERX 245817093486-4trj... IO

* Last stepis optional, but if you want to avoid any error,
follow the instruction




Lab

* Setting up project and app
* Setting up Firebase Auth

* Setting up Google Sign In

* Setting up Image Picker

* Enable APl in Google Cloud
* Running the Chat App
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Setting up Image picker

 Enable firebase Storage
e Setting up image picker



App Check

App Hosting
Authentication
Data Connect
Extensions
Firestore Database
Functions

Hosting

Machine Learning
Realtime Database

Storage

Enable firebase storage

Storage

A EERREIET S, _,fiﬁj A b EHNsE
BEENEHS:. SRS TEH-—

{ BataE } [E% 7S Gemini

-Jﬂa GGDQ|E Eﬂﬂ*)\. 2 = Premium




RAETERR bucket
Q EEEE —— @ ZEHHRA]

gs://chat-app-20778.firebasestorage.app  Regional

®
=@
US-CENTRAL1 Standard

FEE

allow read, write: if
request.time < timestamp.date(2025, 6, 20);




Setting up image picker

* Add to “ios/Runner/Info.plist”:

* <key>NSPhotoLibraryUsageDescription</key>

<string>[Can be anything, Jjust don’t leave it blank.]</string>
e <key>NSCameraUsageDescription</key>

<string>...</string>

EXPLORER N Info.plist U X

OPEN EDITORS ios > Runner > N Info.plist
X N Info.plist ios\Runner 8
LAB-FLUTTER-BASIC-DART-GROUP-CHAT-APP

\V ios I )
> Flutter

y>NSPhotoLibraryUsageDescription

C ng>We need access to your photo library so you can choose images to share in chat.
» Assets.xcassets NSCameraUsageDescription

> Base.lproj We need camera access to let you take photos and send them instantly.

M AppDelegate.swift 72 NSMicrophoneUsageDescription</key

~ > ng>This lets you record audio when capturing video.</string

v Runner

C GeneratedPluginRegistrant.m
N Info.plist

C Runner-Bridging-Header.h

e Refer the installation guide for more details

4632


https://pub.dev/packages/image_picker
https://pub.dev/packages/image_picker

Solve CORS Limitation

* You could refer to this solution. The following steps are the
same as the link.

Step 1: Go to Project overview and click “Service accounts”

a
® Firebase chat-app ~ e
Q_ Search for products
(e
Project Overview =
f ! (.’ Try agent skills to help your Al coding assistants get started with Firebase quickly Learn more[# X
os  Settings >
= ¢ General *
Usage and billing
What's new @
Integrations
ofe SQL Connect [(new ) ; B futter_app (ios) futter._app (ios) +
e Service accounts
R¢ Phone Verification [ New E]

Project shortcuts

aa Authentication

2= Firestore

Data privacy
Users and permissions

Alerts

2 Firestore

Py Storage .
Reads (current) Writes (current)
Blaze . 76 1 0
Modify
Pay as you go
100 10
e

httos://console.firebase.aooale.com/u/2/proiect/chat-app-27af5/settinas/serviceaccounts


https://medium.com/@zam.connected/flutter-images-not-showing-7b85283185e6
https://medium.com/@zam.connected/flutter-images-not-showing-7b85283185e6

Solve CORS Limitation

Step 2: Click “Manage service account permissions”

® Firebase chat-app ~
Q_, Search for products Project Settings
A& Project Overview
General Cloud Messaging Integrations Service accounts
§83  Settings >
What's new
ofe SQL Connect ((nEw )

R¢ Phone Verification [ New ]

Project shortcuts

=% Authentication

23 Firestore
Py Storage
Blaze

Modify
Pay as you go

Data privacy

Users and permissions Alerts

Manage service account permissions [}

34




Solve CORS Limitation

Step 3: Check your project name and go to cloud shell

= Google Cloud e* chat-app Search (/) for resources, docs, products, and more Q Saa;ch—ﬁ-_ ] @ : e

’ IAM & Admin / Service accounts +

+2 |AM : Your prOJeCt name rvice account C Refresi CIOUd She”
® PAM :
G Principal Access Boun... Service accounts for project "chat-app
A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running
& Security Insights ... : outside Google. Learn more about service accounts. (2
© Identity & Organization § Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key
. creation/upload, or the creation of service accounts entirely. Learn more about service account organization policies. &
¥, Policy Troubleshooter :
& Policy Analyzer H .
= Filter Enter property name or value @ m

Organization Policies :
8 9 : O Email Status Name 4 Description Key ID Key creation date O Actions
23 Service Accounts H O o3 firebase-adminsdk- @Enabled firebase- Firebase Admin No 1 3

) . fbsve@chat-app- adminsdk SDK Service keys

& Workload Identity Fed... : 27af5.iam.gserviceaccount.com Agent
[3 Manage Resources
[Ei Release Notes

<1

35



Solve CORS Limitation

Step 4: Paste these two commands to your terminal

« echo '[{"origin": ["*"], "method": ["GET"], "maxAgeSeconds": 3600}]' > cors.json
» gsutil cors set cors.json gs://your-project.firebasestorage.app

@ Gemini CLI is available in Cloud Shell terminal! Type gemini to try it. Learn more

Welcome to Cloud Shell! Type "help" to get started, or type "gemini" to try prompting with Gemini CLI.
Your Cloud Platform project in this session is set to chat-app-27af5.
Use “gcloud config set project [PROJECT ID]® to change to a different project.

sphuang@cloudshell:~ (chat-app-27afb)$ echo '[{"origin": ["*"], "method": ["GET"], "maxAgeSeconds": 3600}]"' > cors.json
P J PP J. . ]

[y els b ENalo (T AR e N A MR R (a1 R L o B N E VY Sl s ut 11 cors set cors.json gs://your-project.firebasestorage.app

Step 5: Restart your app and you could see image
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Lab

* Setting up project and app
* Setting up Firebase Auth

* Setting up Google Sign In
 Setting up Image Picker

* Enable APl in Google Cloud
* Running the Chat App
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Enable Google People API

* Go to Project Settings -> Click “View in Google Cloud”

® Fircbase

Q_ Search for products
A Project Overview

£  Settings >

What's new
o§* SQL Connect
%Z Phone Verification

Project shortcuts
& Authentication

2 Firestore

Py Storage

Product categories

Databases & Storage >
Security >
Al services >
Blaze Modify

Pay as you go

chat-app ~

Project settings

General Cloud Messaging Integrations Service accounts Data privacy Users and permissions

Alerts

Your project

O View in Google Cloud 3

chat-app /

Project name

Project ID ® chat-app-27af5

Project number @ 93576281842

Environment

This setting customizes your project for different stages of the app lifecycle

Environment type Unspecified /7

Public settings

These settings control instances of your project shown to the public

Public-facing name @ project-93576281842 /

Iy o

e 4
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Enable Google People API

* Find APIs & Services -> Click “Enabled APIs & services”

X Google Cloud

—
=5  Cloud Hub >
Il Cloud overview >
28 Solutions >
@ Recently visited >

Favorite products

Favorite products appear here

Products
& Biling e
© I1AM&Admin % >
\é Marketplace %

APIs & Services >
PL bl nabled APIs & service
* Agent Platform T > Library

Credentials

{£f Compute Engine * >

OAuth consent screen

Page usage agreements

iew all products

{ &> Get Agent Platform APl key }
https://console.cloud.aocoale.com/apis/dashboard?authuser=0&hl=en-US&proiect=chat-app-27af5

39



Enable Google People API

 Click “Enable APIs & services”

= Google Cloud 8* chat-app Search (/) for resources, docs, products, and more Q search + |Z| @ : e
APls & Services APls & Services <+ Enable APIs and services
«;» Enabled APIs & services :
Thour 6hours 12hours + 1day 2days 4days 7days 14days 30days
it Library :
o= Credentials : . .
Traffic >~ Errors = A i
i OAuth consent screen : - .
0.05/s - 100%
=u Page usage agreements :
50%
.
-
A|om
0 a-en 0
uTC+8 Jun2 6:00 AM 12:00PM uTC+8 Jun 2 6:00 AM 12:00PM
Median latency = & i
1milliseconds
-
0 5milliseconds
"
< oA

40



Enable Google People API

» Search “Google People API” and click it

= Google Cloud

& chat-app

'/ API Library / Browse

API APl Library

Q, Google People API

APl Library > “Google People API”

= Filter Type to filter

Visibility

Public

Category

DevOps

Google Enterprise APIs
Google Workspace
Other

Social

Sresulis

2

Google People API
Google Enterprise API @

Provides access to information about profiles
and contacts.

<

ARCore Cloud Anchor API (Legacy)
Google

Google Forms API
Google

Reads and writes Google Forms and responses.

Poly API
Google

2

Contacts API
Google

The Contacts API lets you view, edit, and
organize your contacts.

QA+ 230 :0Q

41



Enable Google People API

* Finally, enable it
= Google Cloud & chat-app QA 4 G @ : 9

& Product details

Google People API

Google Enterprise API

Provides access to information about profiles and contacts.

I Enable ‘ Try this API 3

Overview Documentation Related Products
Overview
Provides access to information about profiles and contacts. Additional details

Type: SaaS & APIs
Last product update: 10/25/22
Category: Google Enterprise APIs, Social, Google Workspace

Service name: people.googleapis.com

Tutorials and documentation
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Lab

* Setting up project and app
* Setting up Firebase Auth

* Setting up Google Sign In
 Setting up Image Picker

* Enable APl in Google Cloud
* Running the Chat App
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Running Chat App

* Sign up using your email address
* Send some chat messages

* Log out, then log in with Google using same email
address

* Account linking will be triggered

* Check:

* Image picker runs correctly, and selected file stored in
Cloud Storage

* User and Message docs created in Firestore

e After account linking, your User doc should record two
log-in methods



For android app

You will probably encounter this
error when trying to use google sign
in.

Please try following steps:

1. Go to android/settings.gradle
add id("com.google.gms.google-
services") version "4.4.2" apply
false

2. Go to android/app/build.gradle
add id("com.google.gms.google-
services") in plugins

Email Address

Password

Log in

G Log in with Google
Creat t

Google Sign-in failed with error:
PlatformException(sign_in_failed,

com.google.android.gms.common.api.ApiException: 10:
, null, null)

45



For web

Since image picker for web and app is different.
There might be some error while getting avatarUrl.
You can try this first:

% authentication.dart X
¥ O
> _selectedimage

> logInMethods,

avatarfFile !=

1 storageRef = F
.ref()

.child(’
.child(’
.child("

L
storageRef.putFile(avatarFile).timeout(cons
avatarurl t storageRef.getDownloadURL().timeout(
h (e)

avatarurl

46
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